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Solutions? SIT
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Depends on assumptions abt environment m
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State machine replication m
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Byzantine Generals m
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A need for verification m
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Overarching Goal m
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Not the first tool. Where do we fit? SIT
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Velisarios overview
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Interlude  models of distributed computations S"T
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Velisarios Logic of (Byz.) Events SIT
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Velisarios computational model S"T
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Velisarios typical assumptions SHT
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Velisarios typical assumptions S"T
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Velisarios knowledge theory m

securityandtrust.lu

RITIX

QUORUM REASONIN(

COMPUTE

UNIVERSITE DU

iy W

Velisarios



Velisarios proof automation m
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Use case: PBFT agreement m
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Lemma agreement :

forall (eo : EventOrdering) (el e2 : Event) (vI v2 : View) (ts : Timestamp)
(c : Client) (i1 i2 : Rep) (r1 r2 : Request) (al a2 : list Token),

authenticated _messages_were_sent_or_byz_sys eo PBFTsys
— correct_keys eo
— exists_at_most_f_faulty [el,e2] f
— loc el = PBFTreplica i1
— loc €2 = PBFTreplica i2
— In (send_reply vI ts c il rl al) (output-system_on_event PBFTsys el)
— In (send_reply v2 ts c i2 r2 a2) (output_system_on_event PBFTsys e2)
—rl = r2.
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Use case: PBFT evaluation m

securityandtrust.lu

CrMIX

«» 16 T r r r 16 T T T T
E 14l * A N - T verif. PBFT 1T ——— | b verif. PBFT f=1 —+— |
Qnf verif, PBFT f=2 —x— | 12— BET-SMaRtf=t —=— |
o 10F verif, PBFT f=3 —+— - 10} |
0
& BFT-SMaRtf=1 —a— 8 1
s - =
@ 6 4 6F 4
o | BFT-SMaRt f=2 —&—
o 4af Bl 41 4
= L BFT-SMaRt f=3
o, > y 2 ]
S N e
>
@0 o 0 . . . .

0 200000 400000 600000 800000 16406 0 200000 400000 600000 800000 1e+06

timestamp/instance timestamp/instance

g 3 - - - , T T T T T T
c 251 verif. PBFT (MAC) f=1 —+— o
@ 2 4
£ BFT-SMaRtf=1 —&—
&
o 4
o verif. PBFT f=1 —+—— |
s 0 . . . . o . . . . . . .

0 20000 40000 60000 80000 100000 0 10000 20000 30000 40000 50000 60000 70000

timestamp/instance time elapsed in sec.

4

UNIVERSITE DU
LUXEMBOURG

Velisarios




Future Work m
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